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By: Stephen Sponseller, Product Manager, Oil & Gas Solutions, Kepware
Technologies and Russel Treat, President/CEO, EnerSys Corporation
Introduction
Kepware Technologies is a private software development company headquartered
in Portland, Maine that focuses on communications for the Automation Industry.
Since its inception in 1995, Kepware has developed a wide spectrum of drivers and
plug-ins that support over 150 protocols and allow users to communicate with a
wide range of PLCs, DCSs, RTUs, flow computers, and other industrial data sources—
regardless of manufacturer or protocol. Kepware’s communications platform,
KEPServerEX, provides the communications layer between these devices and
the applications (like SCADA and HMI) that need to monitor and control the data
that is stored within them. Information is shared between KEPServerEX and these
applications via various standards (like OPC, DDE, ODBC, and SNMP) and proprietary
interfaces (like GE NIO, Oracle MOC, and WonderWare’s Suitelink and FastDDE).
Open Connectivity via Open Standards (OPC) is a set of communication standards
for industrial automation devices, applications, and systems. The OPC Foundation
owns the standards and works with the Automation Industry to keep them up to
date by revising existing standards and creating new standards when required.
Kepware has been a member of the OPC Foundation consortium for 15 years, and
has participated in various
working groups to assist
in the OPC standards’
ongoing development.
Figure 1: KEPServerEX offers
a library of more than 150
device drivers, client drivers,
and advanced plug-in
options through one user
interface.
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Oil & Gas Communications
Because of the interoperability solutions Kepware provides, its products are used to
resolve communication problems in the Oil & Gas Industry where disparate devices
and automation and information systems are often found. Users ranging from small
independents to supermajors have implemented Kepware globally for monitoring
and controlling automation devices on drilling rigs, wellsites, pipeline compressor
stations, refineries, and other upstream, midstream, and downstream facilities.
Having one communication server that can “talk” to many different devices (such
as PLCs, RTUs, and databases) for real-time data reduces maintenance costs,
improves communications, and is far more cost-effective than employing multiple
communication servers.
“Users ranging
from small
independents to
supermajors have
implemented
Kepware globally.”

Although Kepware’s broad communications solutions have served many different
customers and applications, KEPServerEX’s offering was incomplete with regards
to upstream oil and gas production and pipeline management operations. Until
its version 5.9 release in June of 2012, KEPServerEX was only able to poll flow
computers and RTUs for real-time data points. It was not able to retrieve Electronic
Flow Measurement (EFM) data from flow computers (which have the ability to store
historical volumetric, mass, and energy flow data that are calculated from raw flow,
temperature, pressure, and density readings). Natural gas EFM data is typically used
for custody transfer, and consists of meter configuration data (such as an orifice
plate diameter), alarms (such as a LOW-LOW or HIGH-HIGH flow rate), events (such
as an orifice plate change), and hourly and daily flow totals that are calculated
according to AGA3 for orifice meters, AGA7 for turbine, AGA9 for ultrasonic gas flow
meters, and AGA8 for natural gas compressibility. For crude oil and refined liquids,
the calculations are performed per API Chapter 11.1 table A through E. Combined,
these records are considered the industry’s “Audit Trail,” and are used as the basis for
resolving measurement disputes between the buyer and seller of the gas or liquid.
EFM Data Collection
Collecting EFM data from flow computers—which are often found in remote
locations with limited communications and power—is both critical and sensitive.
Production and pipeline operators rely on this data for monitoring wells and
pipeline facilities. Back-office Measurement and Accounting departments use this
data for custody transfer purposes, which is sometimes referred to as the “cash
register” of the Oil & Gas Industry. Inaccurate flow measurement, collection, or
analysis could result in millions of dollars of lost revenue. Therefore, it’s critical that
the solution that acquires and manages this EFM data be reliable, robust, and easy
to configure and troubleshoot.
Adding EFM data collection capabilities to KEPServerEX was a natural progression
for Kepware. The server was already being used in critical pipeline applications
to provide the communications link between SCADA operators and the closing/
opening of values and the on/off of pumps. It was also being used to control and
monitor other critical pieces of equipment in the field. Soon enough, Kepware’s
existing customer base requested the additional functionality of collecting EFM
records and formatting the data for importation into flow analysis and accounting
software solutions (like Flow-Cal and PGAS).
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The EnerSys Partnership

“In general, the
results proved
that Kepware’s
EFM solution is
suitable for both
the collection of
EFM data from flow
computers and
for the delivery of
that data to office
measurement
accounting systems. ”

Understanding the sensitivity and criticality of this data collection, Kepware
recognized a need for expert consultation specific to the Oil & Gas Industry
that would ensure development was on target with industry expectations and
requirements. A strategic partnership was formed with EnerSys Corporation, a
software company based out of Houston, Texas. Since its establishment in 1994,
EnerSys has focused on providing solutions for oil and gas operations in all aspects
of SCADA, measurement, and automation. Their comprehensive understanding of
custody transfer measurement, relevant standards, and industry practices are key to
providing these solutions. On EnerSys’s recommendation, Kepware contracted with
a third-party laboratory to have its EFM data collection and management solution
verified before going to market.
Third-Party Verification
The independent laboratory institution that conducted the testing maintains
a policy to remain anonymous and non-biased in publications; however, the
complete report of their findings is available from Kepware upon request and is
summarized below. In testing, the KEPServerEX drivers were configured to collect
EFM data once per hour from flow computers on the laboratory’s test bench. ABB
Totalflow, Fisher ROC and ROC+, and a SCADAPack using Enron Modbus for API
21.1 audit file collection were included. The output file types that were exported
and analyzed after data was collected included Flow-Cal’s CFX file format, PGAS’s
proprietary CSV file format, and a generic user-configurable CSV output.
In general, the results proved that Kepware’s EFM solution is suitable for both
the collection of EFM data from flow computers and for the delivery of that data
to office measurement accounting systems. The report also notes, “The Kepware
product is a user-friendly package that can be loaded and configured with minimal
effort by persons familiar with gas flow computers and SCADA system topology.
The general conclusion is that the product functions as expected.”
The third-party institution identified minor issues during testing. These findings are
listed below, in addition to the actions Kepware has taken to remedy them.
1. Precision of Plate Change Alarm: Version 5.10 of Kepware’s EFM
		
		
		
		
		
		
		
		
		

Exporter exports the Plate Change Event with the accuracy that is
required to document the change. For this test, the plate size was 			
changed from “2.000” to “4.000”. The accuracy of this change did not 		
require decimal places and was provided as “2” and “4”. If the Plate
Change Event in this test was from “2.001” to “3.999,” the result would 		
have been documented as “2.001” and “3.999”. Kepware will address this
discrepancy in a future release by exporting additional precision for
floating point numbers even when the numbers to the right of the 			
decimal point are all zeros.

2.
		
		
		

Alarm-Clear Condition from Fisher ROC+: Version 5.10 of Kepware’s 		
EFM-capable Fisher ROC and ROC Plus drivers correctly exports the
Alarm Set and Alarm Clear conditions, but the Fisher ROC Plus Driver 		
does not include additional condition description text. In order to make
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“Because
KEPServerEX
supports such an
array of device
and data source
connectivity,

the CSV export results for Fisher ROC Plus consistent with Fisher ROC, 		
Kepware will update the Fisher ROC Plus Driver to include additional 		
Alarm Set and Alarm Clear text with the condition descriptions.

3. Flow Time Exported as Seconds Instead of Minutes for ABB Totalflow 		
		Driver: To be consistent with other supported EFM devices and industry 		
		 expectations, Kepware will export flow time as minutes for ABB Totalflow 		
		 devices in the next available release.
4.
		
		
		
		
		
		
		

Incorrectly Identified Column Labels for Hourly Log Data: Kepware’s 		
Enron Modbus Driver provides the flexibility needed to configure 			
EFM mappings to match the configuration of nearly any device that 		
supports the Enron Modbus protocol. Version 5.10 of Kepware’s Enron 		
Modbus Driver included default mappings for a SCADAPack330 device, 		
which are different than the mappings configured in the SCADAPack32
device used for this third-party test. Kepware will improve its Enron 			
Modbus Driver help documentation to make this distinction more clear.

5. No Description of Plate Change Event for SCADAPack32: Version 5.10
client interfaces,
and enhanced
functionality, it
can significantly
simplify data
collection and
improve network
efficiency..”

		
		
		
		
		

of Kepware’s EFM Exporter (for CSV output) exports an enumeration
constant that describes the event (in this case, “14”) instead of 			
human-readable text. In the next available release, the EFM Exporter 		
help documentation will be updated to include a table that shows the 		
event attribute descriptions that map to the enumerations.

6.
		
		
		
		
		
		
		
		
		

Calculation Method Indicates AGA5 Instead of AGA8: Flow-CAL CFX 		
files contain two configuration attributes known as “Calculation Method” 		
and “FPV Method.” The SCADAPack32 device used for the test was 			
configured to use the AGA5 Calculation Method and AGA8-Detail FPV
Method. The Calculation Method was properly reported; however, 			
KEPServerEX version 5.10 does not include the FPV Method in the 			
Enron Modbus Driver by default. As a result, the test data did not specify
the FPV Method as AGA8-Detail. Post-test validation has shown that 		
when the FPV Method is mapped in the Enron Modbus Driver, this 			
configuration attribute is correctly reported as AGA8-Detail. Despite the
fact that the FPV method was not displayed, all calculations were made
using the correct methods and all data was correctly reported in the 		
Flow-Cal test data.

		
		

Unique Benefits of Kepware’s EFM Data Collection Solution
There are often several different applications that require the same data from
devices in the field. Typically, these applications offer some type of data collector
that is installed with the application and that communicates directly with
the field devices. This model results in redundant, inefficient, and expensive
communications that tie-up networks and overburden devices that receive similar
data requests from multiple data collectors. Because KEPServerEX supports such
an array of device and data source connectivity, client interfaces, and enhanced
functionality, it can significantly simplify data collection and improve network
efficiency.
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“KEPServerEX
provides the ability
to consolidate
data transactions

For example, a pipeline compressor station might have a local HMI that allows
operators to monitor and control its operations. The HMI’s data collector is
communicating with automation devices (like PLCs and Flow Computers) in the
compressor station. Similarly, a SCADA operator at the company’s central office
who is overseeing the entire pipeline operation might also be monitoring and
controlling the same devices at the compressor station. The SCADA system’s
data collector is communicating with the same PLCs and Flow Computers, and
is attempting communications across a Wide Area Network (WAN) with the
devices’ native protocols (which may not be well suited for secure and efficient
communications across a WAN). Other applications requiring the same data
may include back-office measurement accounting systems, historians, network
monitoring systems, and even third-party partner applications. Not only does the
redundant communication diminish the bandwidth available on a network, but it
can also be expensive if the network being used has a cost-per-byte charge for data
transmission. Unresponsive devices that result in retries magnify these problems.

and push
communications
closer to the
devices, which
results in more
efficient and robust
data transmission.”

Figure 2: Applications with their own independent data collectors result in multiple
requests for the same data, which diminishes available bandwidth and increases costper-byte data transmission charges.
KEPServerEX provides the ability to consolidate data transactions and push
communications closer to the devices, which results in more efficient and robust
data transmission. By deploying KEPServerEX at each facility (like in the compressor
station example above), communications to the devices can be localized and
become much more reliable. In the scenario shown below in Figure 2, just one
data collector is communicating with all of the devices. As such, the devices are no
longer flooded with redundant requests from multiple collectors. At each facility,
KEPServerEX can share the locally-collected data both with the operator’s HMI and
across the network to all applications that need it. Consolidating the deployed data
collectors reduces the required installation, configuration, and maintenance to just
one, thus minimizing the training, configuration, and maintenance requirements of
an organization.
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“An additional benefit
of KEPServerEX is its
support of OPC UA.”

Figure 3: One KEPServerEX data collector at a site provides data locally and remotely.
Devices only receive one request for the data required across all applications.
As previously discussed, KEPServerEX has the range of protocol support required
to enable communications with most automation devices. This allows for the
consolidation of data collectors, especially at a facility where communications to
supporting systems (like IT and Building Automation) are required. For example,
Kepware’s SNMP and BACNet drivers can communicate to these respective systems,
providing data as needed to the appropriate client applications.
OPC Unified Architecture (OPC UA)
An additional benefit of KEPServerEX is its support of OPC UA, the latest standard
developed by the OPC Foundation that addresses specific challenges in remote
communications. OPC UA is a multi-purpose set of services that a data collector
(known as an OPC server) provides to an application (known as an OPC client)
that is ready to consume this information. The OPC UA service set generalizes the
methods that are used to discover, collect, and manipulate real-time, historical,
and alarm and event data by abstracting away the vendor-specific protocols. OPC
UA also provides the secure exchange of data between these components by
prescribing well-known and adopted IT practices.
KEPServerEX utilizes this technology by providing the ability to configure a secure
OPC UA tunnel that uses certificate-based authentication between the two
endpoints of the tunnel. OPC tunneling works well within corporate networks,
across WANs and the Internet, over VPNs, and through firewalls. It also simplifies
remote communications by removing reliance on COM and DCOM technologies.
Kepware’s implementation of OPC UA also provides a solution for role-based
security. An administrator can configure unique browse, read, and/or write
access permissions to each user logged into a client application based on their
authentication, which is securely shared between the client and server via OPC UA.
This allows an operator in the field to have full browse, read, and write access while
400 Congress Street, 4th Floor | Portland, Maine 04101
207-775-1660 • sales@kepware.com

a manager at the enterprise level has browse and read-only access—effectively
limiting the chances that someone unfamiliar with an operation will make a write
to a device that causes an unfortunate result. This feature is also extremely useful in
providing limited data to partners and other third parties.
Continuing Effort

“As the Oil & Gas
Industry and its
automation needs

As the Oil & Gas Industry and its automation needs continue to evolve, Kepware’s
offerings to support the market will as well. For example, Kepware’s initial EFM
solution only supported gas measurement; however, due to the high value of
the Natural Gas Liquids (NGLs) being found in the current unconventional shale
revolution, today’s producers want to accurately measure liquids using the same
methods they have traditionally used for gas measurement. Kepware responded to
this market need in February of 2014 by enhancing its EFM solution’s capabilities
to retrieve data from liquid flow meters and format it appropriately for liquid
measurement applications. Kepware actively participates in industry conferences
and measurement schools to learn, understand, and address the market’s current
and evolving needs—and will continue to do so in the future.

continue to evolve,
Kepware’s offerings
to support the
market will as well.”
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